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Internet and digital technologies have been recently discussed by Addiction 

contributors in relation to the delivery of efficient computer-delivered brief 

interventions (1, 2), online methodologies for recruiting and surveying illicit drug 

users (3), and the internet’s role in facilitating the spread of information and sale of 

emerging drugs such as mephedrone (4) and synthetic cannabinoids (5). 

 

Here, I introduce readers to a novel use of the internet in the drugs field. The 

anonymous online drug marketplace Silk Road was first revealed in June 2011 (6). 

Silk Road is accessible only to people who are using Tor anonymising software (7). 

Tor uses encryption to make it impossible for anyone to trace IP addresses (the 

electronic code assigned to each computer on the internet). The front page of Silk 

Road looks a lot like the front page of eBay. Goods and services for sale are 

categorised and all manner of drugs are available under the following categories: 

ecstasy, cannabis, dissociatives, psychedelics, opioids, stimulants, benzodiazepines 

and other. Sellers receive ratings from buyers and comments about the quality of their 

products, how fast they ship, and the level of professionalism and discreteness of the 

transaction. Trust in sellers is built on reputation. Silk Road traders use the 

anonymous currency Bitcoin (8). This decentralised international currency operates 

through peer-to-peer technologies.  

 

At the time of writing (October 2011) Silk Road is still online and continuing to 

expand. Facilitated by a combination of the internet and encryption technologies, 

buying and selling illegal products is now possible and may dramatically increase in 

the future. What may stop an exponential increase in the use of anonymous online 

drug marketplaces is the hurdle of delivery. At the end of the transaction, the physical 



3 
 

product still needs to be sent to the buyer. Sending products between countries allows 

law enforcement the opportunity to intercept packages and potentially attempt to 

arrest the would-be importer. Sending products within the same country may make 

arrest less likely. There are also numerous barriers to entry for people who might want 

to use Silk Road. Installing and using Tor, buying and using Bitcoins in a secure way, 

and taking the risk of fraud or arrest upon delivery may deter the majority of would-

be users. Nevertheless, for the minority who master these concerns and are willing to 

take the risk, Silk Road has revolutionised how the internet can be used to source 

drugs. After all, buying drugs in the real world also involves considerable risk. For 

some, the online equivalent may prove more convenient and secure than arranging a 

standard deal. 

 

There are many unanswered questions about Silk Road. The extent to which law 

enforcement can stop and disband a site like this is yet to be seen. The extent to which 

drug users will use this new technology is also unknown. Needless to say, if 

anonymous online drug markets do end up expanding into mainstream drug markets, 

they will pose a real challenge to existing drug laws and policies. We should 

definitely watch this space. 

 

References 

1. Khadjesari Z, Murray E, Hewitt C, Hartley S, Godfrey C. Can stand-alone 

computer-based interventions reduce alcohol consumption? A systematic 

review. Addiction 2011;106:267-82. 



4 
 

2. Carey KB, Carey MP, Henson JM, Maisto SA, DeMartini KS. Brief alcohol 

interventions for mandated college students: comparison of face-to-face 

counseling and computer-delivered interventions. Addiction 2011;106:528-37. 

3. Miller PG, Sønderlund AL. Using the internet to research hidden populations 

of illicit drug users: a review. Addiction 2010;105:1557-67. 

4. Winstock AR, Mitcheson LR, Deluca P, Davey Z, Corazza O, Schifano F. 

Mephedrone, new kid for the chop? Addiction 2011;106:154-61. 

5. Griffiths P, Sedefov R, Gallegos A, Lopez D. How globalization and market 

innovation challenge how we think about and respond to drug use: ‘Spice’ a 

case study. Addiction 2010;105:951-3. 

6. Chen A. The underground website where you can buy any drug imaginable. 

Gawker 2011 June 1. Available from http://gawker.com/5805928/the-

underground-website-where-you-can-buy-any-drug-imaginable  (accessed 16 

June 2011; archived at http://www.webcitation.org/5zTgI3sEH ) 

7. Tor Project. Anonymity online. 2011. Available from 

https://www.torproject.org/  (accessed 27 October 2011; archived at 

http://www.webcitation.org/62jq3Psag ) 

8. Bitcoin. Bitcoin P2P Digital Currency. 2011. Available from http://bitcoin.org/    

(accessed 27 October 2011; archived at 

http://www.webcitation.org/62jqFO2p8 ) 

 

 

http://gawker.com/5805928/the-underground-website-where-you-can-buy-any-drug-imaginable
http://gawker.com/5805928/the-underground-website-where-you-can-buy-any-drug-imaginable
http://www.webcitation.org/5zTgI3sEH
https://www.torproject.org/
http://www.webcitation.org/62jq3Psag
http://bitcoin.org/
http://www.webcitation.org/62jqFO2p8

	cover
	Silk Road prepub

